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Extended Abstract
We live in an age where people are becoming increasingly comfortable with distributed and
networked computer systems [1]. Many people now routinely carry around smartphones that offer
numerous methods for electronic communication. However, this increasing flow of electronic
information often requires some form of security to ensure that the interactions with the various
distributed systems will remain private, unaltered, and be accepted as genuine by the authorized
parties [2–4]. Digital signature schemes offer some of the functionality required in these interactions
by providing a means to guarantee the authenticity and transferability of electronic messages. It is
the property of transferability (the ability to forward signed messages to other parties and have a
significantly high probability that they will also accept the signature) that distinguishes signature
schemes from message authentication schemes where recipients are not guaranteed to be able to
forward messages. Furthermore, signature schemes are different from encryption schemes but no
less important.
Many of the widely used modern digital schemes rely on the conjectured computational complexity
of inverting so-called “one-way” mathematical functions [2–4]. That is to say, the security offered
only holds as long as inversion of the “one-way” functions is significantly computationally
challenging as to outweigh the return for successfully carrying out the inversion.	
   If a quantum
computer is ever realized many of these widely used digital signature schemes based on “one-way”
functions will be rendered insecure. However, these digital signature schemes are efficient and easy
to use and have therefore gained widespread acceptance [5–7].
Unconditionally secure signature schemes, where the security does not rely on assumptions of
available computational resources, have been developed, but require additional resources such as
an authenticated broadcast channel or a trusted third party, or at the very least pairwise shared
secret keys among all parties. Quantum signature schemes [8,9] are another possible solution. Here,
security relies on the laws of quantum mechanics, similar to how the security of quantum key
distribution is guaranteed.
Quantum digital signatures were first proposed by Gottesman and Chuang in 2001 [9] but this
protocol required quantum memory to store quantum states and experimentally challenging
controlled-NOT gates to undertake the comparison between the signature quantum states. The first
practical quantum signature protocol, operating using coherent states, was proposed in 2006 [10]
and in 2012 we carried out the first experimental demonstration of quantum digital signatures [11],
using this approach. This demonstration was limited to short distances ~5 meters and long
durations to generate signatures.
Although the intervening years have seen the development of several revised quantum digital
signature protocols [12–16], and subsequent experimental implementations [17–19], all of the
previous experimental demonstrations, based on optical fiber, have been limited to relatively short
transmission ranges in a laboratory environment. Here we present an experimental quantum digital
signature system that operated over several kilometers of standard telecommunications optical fiber,
installed above and below ground. This represents a significant advancement in the operational
ranges of such systems. Furthermore, the system presented here offered significantly higher
signature generation rates when compared to previous implementations in optical fiber. We will
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present performance parameters for the system in terms of signature lengths and generation rates,
and a consideration of the security parameter. We will also briefly consider future prospects for the
technology, reflecting on the increased potential for implementation that revised protocols offer.
The quantum digital signature (QDS) system was based on a differential phase shift (DPS) quantum
key distribution (QKD) system, as shown in figure Figure 1, that formed one link in the Tokyo QKD
network [20,21]. The physical hardware of the QKD system was unaltered from operation as a QKD
system and the only difference was in the post-processing of the data [15]. The communications
channel between Alice and Bob was composed of a fixed 45 km long link of installed optical fiber in
a loopback configuration and further added attenuation to simulate additional fiber distances.

Figure 1. The DPS-QKD system used as the basis of the QDS experiment. FPGA is a
master control field programmable gate array logical control unit, IM is an intensity
modulator, DSP is a time-stamping digital signal processor, SNSPD is a
superconducting single-photon detector, E/O is an electrical to optical encoder used to
generate the synchronization clock signal and O/E is an optical to electrical decoder
used to recover this synchronizing clock.
The QDS system was operated with several different additional attenuations to simulate several
different optical fiber channel lengths, from 90 km [22] up to 134 km, and the time taken to sign a
single bit at a failure probability (or “security level”), ε, of 10-4 is shown in Figure 2. Figure 2 also
shows the optimal results from a previous laboratory-based demonstration of QDS to indicate the
significant improvements offered by this new implementation. An ε of 10-4 is shown in order to
provide a direct comparison between the different systems and the system has additionally been
evaluated at an ε of 10-10 to provide a more direct comparison with QKD systems. At this more
secure value of ε, the time taken to sign a single bit increased from ~0.2 s to ~0.5 s at 90 km and
from ~11 s to ~27 s at 134 km. Previous laboratory-based demonstrators [18] were limited to an
optimal single bit signing time of ~20 s over a 500-meter distance at an ε value of 10-4.

	
  
Figure 2. A comparison of results at an ε value of 10-4, as used in previous QDS
demonstrations.
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In conclusion, we have presented the longest equivalent transmission distance for an experimental
demonstration of QDS and have achieved this over mainly installed optical fiber using existing QKD
hardware. This represents a significant step forward for practical implementations of QDS as it
demonstrates the ability for existing systems to undertake the complementary security process of
QDS in addition to QKD.
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