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Extended Abstract
A. Introduction and related work

Oblivious transfer (OT) is one of the most important and fundamental primitives in modern classical cryptography,
with a variety of applications including secure multiparty computation, oblivious sampling, e-voting, signatures and
many more. Its prominence stems from the fact that it can be used as the foundation for all secure two-party
computations; with OT, all secure two-party computations are possible [1, 2]. Perfectly secure OT is impossible to
achieve in the information-theoretic setting, but imperfect variants, in which the participants’ ability to cheat is limited,
are possible using quantum means despite remaining classically impossible. Precisely what security parameters are
attainable in these imperfect variants remains unknown. For OT, as well as for many other cryptographic primitives,
it has been an interesting and productive open question to determine the optimal achievable security parameters.

For strong coin flipping, Kitaev [5] introduced the semi-definite programming formalism to show that the product of
Alice’s and Bob’s cheating probabilities must be greater than 1/2, implying that the minimum cheating probability is
at least 1/4/2. For weak coin flipping, it was shown by Mochon [6] that it is possible to achieve a cheating probability
of 1/2+ ¢ for any € > 0, and that this is optimal. Chailloux and Kerenidis [7] used the results on weak coin flipping to
generate a protocol for strong coin flipping achieving the bound set by Kitaev. Lastly, for quantum bit commitment,
Chailloux and Kerenidis [8] proved that the minimum cheating probability is 0.739, and presented a protocol achieving
this bias. Thus, for both bit commitment, strong coin flipping and weak coin flipping, the known bounds are tight
with the known protocols.

For OT on the other hand, the situation is not so clear-cut. Even in terms of definitions, there is a wide spectrum
of distinct protocols all referred to using the same umbrella term “oblivious transfer”. OT was first introduced
informally by Wiesner as “a means for transmitting two messages, either but not both of which may be received”
[9], and subsequently formalised as 1-out-of-2 OT (1-2 OT) in [11]. In related work, Rabin [12] introduced a protocol
(now called Rabin OT), which was later shown by Crépeau [13] to be equivalent to 1-2 OT. Various “weaker” variants
of OT have also been proposed, most notably Generalised OT, XOR OT and Universal OT, but all have been shown
to be equivalent to 1-2 OT in the sense that if it is possible to do one, then it is possible to use this to implement
the others [14, 15]. There is also work by Damgard, Fehr, Salvail and Schaffner [16] who define OT in a slightly
different way, and who use binary linear functions to characterise security. With these definitions (and their quantum
counterparts), and by using the additional assumption of bounded quantum storage, the authors describe a perfectly
secure protocol for 1-2 OT [17].

B. Our contributions

In this paper [18] we consider stand-alone quantum protocols for 1-2 OT, and are concerned only with information-
theoretic security. Intuitively, 1-2 OT is a two-party protocol in which Alice inputs two bits, xg and z1, and Bob
inputs a single bit, b. The protocol outputs x; to Bob with the guarantees that Alice does not know b, and that Bob
does not know x. A cheating Alice aims to find the value of b, and her probability of doing so is denoted by Aor. A
cheating Bob aims to correctly guess both zg and x1, and his probability of doing so is denoted by Bor. The cheating
probability of the protocol is defined as pc = max{Aor, Bor}-

As stated above, perfect 1-2 OT is impossible to achieve with information-theoretic security, meaning that all
protocols attempting 1-2 OT in the information-theoretic setting must have pc > 1/2. It is not known exactly how
much larger than 1/2 the cheating probability must be. In fact, the best known protocol is described in Ref. [19] and
has pc = Aor = Bor = 0.75. Prior to our work, the best lower bound on p¢ for 1-2 OT was found by Chailloux,
Gutoski and Sikora [20] to be

pc = maX{Aop BOT} > 2/3. (1)



Clearly, there is still a gap between the known lower bound on pc and the cheating probabilities attained by known
protocols; our paper aims to close this gap. In other words, we address the theoretical question: how close to ideal
can unconditionally secure 1-2 OT protocols be? Our paper contains three main contributions:

1. We introduce the concept of Semi-random OT and prove an equivalence between cheating in 1-2 OT and
Semi-random OT. We further describe a general framework for Semi-random OT.

2. We use this framework to study Semi-random OT and, by extension, 1-2 OT protocols in the information-
theoretic setting. We are able to increase the lower bound on p¢c for 1-2 OT protocols by constructing specific
cheating strategies that are always available to Alice and Bob and which are always undetectable. Our construc-
tion parametrises Alice’s and Bob’s ability to cheat in terms of a single quantity and suggests how to construct
schemes when guarding against one of either sender or receiver dishonesty is prioritised, as well as allowing us to
derive bounds these settings. Unbalanced scenarios can arise, for example, in the context of quantum signature
schemes [21, 22], and the derived bounds prove useful for understanding the potential application of imperfect
OT to signatures.

3. We illustrate our construction by describing a new OT protocol relying on unambiguous state elimination (USE)
measurements. The protocol improves on all previous protocols in the sense that it decreases the average cheating
probabilities of the participants. The security parameters achieved are almost tight with the bounds proved in
this paper.

C. Semi-random OT

Semi-random OT is a protocol almost identical to 1-2 OT, except that Bob has no input; instead, Bob obtains two
outputs, b and xy, such that the value of b is random. We show that it is equivalent to 1-2 OT in the sense that,
if there exists a protocol implementing Semi-random OT with cheating probabilities Aoy and Bor, then this can
be used to implement 1-2 OT with the same cheating probabilities, and vice versa. This allows us to study 1-2 OT
indirectly, going via Semi-random OT. The reason for introducing yet another new type of OT is that it is easier to
analyse than 1-2 OT, since all Semi-random OT protocols fall within the framework set out in this paper, or can at
least be rewritten into this standard form without altering the cheating probabilities.

The framework allows us to construct specific cheating strategies that are always available to Alice and Bob and
which are always undetectable. We express the cheating probabilities of both Alice and Bob in terms of a single
parameter, F', related to the maximum fidelity between the different possible output states held by Bob in the final
round of the protocol [18]. We find that for any Semi-random OT protocol

pc = max{Aor, Bor} > 2/3, (2)

which agrees with the bound found by Chailloux, Gutoski and Sikora [20] using a different technique. Further, if the
possible outputs of the honest protocol are pure symmetric states then

pc = max{Aor, Bor} > 0.749. (3)
In this context a pure symmetric set of states {|o),...,[tn)} is one for which there exists a permuting unitary U
such that [1;) = U7 |1) for all j =1,..., N. Symmetric sets of states are ubiquitous in quantum information, with

the BB84 states being a well known example. Due to the inherent symmetry of 1-2 OT, we conjecture that protocols
using pure symmetric states will be optimal in general and the tighter bound will always apply. This would effectively
close the gap between the known bounds and the known protocols.

D. Unambiguous state elimination

Lastly, the protocol we propose explores a novel new application of USE measurements by using them to implement
Semi-random OT with Aoy = 0.75 and Bor = 0.729. Combined with the previous results, this directly implies the
existence of a 1-2 OT protocol with the same cheating probabilities, thereby improving upon all known protocols. We
believe that USE measurements are well suited to cryptography, and will likely find many applications. Unambiguous
measurements give “perfect” information in the sense that, given a successful measurement outcome, it is certain
that the information obtained is correct. However, successful measurement outcomes either do not give complete
information, or do not occur with probability 1. To date, unambiguous measurements have been proposed in two
forms, unambiguous state discrimination (USD), and unambiguous state elimination. A successful USD measurement



gives complete information on the identity of the quantum state being measured; a successful USE measurement
allows the observer to rule out one or more of the possible quantum states with certainty. Intuitively, it seems that
unambiguous measurements are well suited to cryptographic applications — their ability to provide “perfect yet partial”
information on the states being sent is often exactly what is needed in cryptographic applications. More concretely,
USD can be seen as similar to Rabin OT, while USE measurements seem closely related to the more common 1-2
OT. Since OT plays a central role in secure two-party computations, it seems likely that unambiguous measurements
could also play a major role in the developing field. By presenting a new application of USE measurements, we hope
to encourage its use in future work.
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I. INTRODUCTION

Following the discovery of quantum key distribution
in 1984 [1], there arose a general optimism that quan-
tum mechanics may provide a means to perform multi-
party computations with information-theoretic security.
Despite this early confidence, the history of secure two-
party computations is characterised by mainly negative
results. Mayers and Lo [2, 3] proved that all one-sided
two-party computations are insecure in the quantum set-
ting, meaning that it is impossible to perform important
protocols such as bit commitment and oblivious transfer
(OT) with information-theoretic security. Nevertheless,
the result does not exclude imperfect variants of these
protocols from being possible, and it has been an inter-
esting and productive open question to determine the op-
timal security parameters achievable for some important
two-party computations.

For many cryptographic primitives, this question has
been definitively answered. For strong coin flipping, Ki-
taev [4] introduced the semi-definite programming for-
malism to show that the product of Alice’s and Bob’s
cheating probabilities must be greater than 1/2, implying
that the minimum cheating probability is at least 1/+/2.
For weak coin flipping, Mochon [5] showed that the mini-
mum cheating probability is at least 1/2+¢ for any € > 0.
In the same paper a protocol achieving this bound is pre-
sented, showing that the bound is tight. Chailloux and
Kerenidis [6] utilised these results on weak coin flipping
to generate a protocol for strong coin flipping achieving
Kitaev’s bound. Lastly, for quantum bit commitment,
Chailloux and Kerenidis [7] proved that the minimum
cheating probability is 0.739, and presented a protocol
achieving this bias. Thus, for bit commitment, weak coin
flipping and strong coin flipping the achievability bounds
are tight with the known protocols.

For OT on the other hand, the situation is not so clear-
cut. Classically, it is impossible to achieve even limited
security for OT in the information-theoretic setting, since
one party can always cheat with certainty. On the other
hand, quantum mechanics allows for imperfect protocols,
in which the participants are able cheat but their abilities
are limited. OT is one of the most widely used and funda-
mental primitives in cryptography. Its importance stems
from the fact that it can be used as the foundation for
secure two-party computations; with oblivious transfer,
all secure two-party computations are possible [8, 9]. OT
exists in many different flavours, all with slightly different
definitions and notions of security. It was first introduced

informally in 1970 by Wiesner as “a means for transmit-
ting two messages either but not both of which may be
received” [10], and subsequently formalised as 1-out-of-2
oblivious transfer (1-2 OT) in [11]. In related work, Ra-
bin [12] introduced a protocol (now called Rabin OT),
which was later shown by Crépeau [13] to be classically
equivalent to 1-2 OT, in the sense that if it is possible
to do one, it is possible to use this to implement the
other. Various “weaker” variants of OT have also been
proposed, most notably Generalised OT, XOR OT and
Universal OT [14], but all have been shown to be equiv-
alent to 1-2 OT [15] in the classical setting. The equiva-
lence is believed to also hold in the quantum setting, but
the reduction proofs may need to be revised. There is
also work by Damgard, Fehr, Salvail and Schaffner [16]
who define OT in a slightly different way, and who char-
acterise security in terms of information leakage. With
these definitions (and their quantum counterparts), the
authors describe a 1-2 OT protocol which is secure in the
bounded quantum storage model.

In this paper we consider stand-alone quantum proto-
cols for 1-2 OT, and are concerned only with information-
theoretic security. As mentioned above, perfect security
in this setting is impossible. The best known lower bound
on the achievable bias in 1-2 OT protocols is due to Chail-
loux, Gutoski and Sikora [17], who show that the mini-
mum cheating probability is at least 2/3. However, the
best known 1-2 OT protocol has a cheating probability
of 0.75, showing there is a gap between what is known to
be achievable, and what is known to be impossible. Our
paper contains three main contributions:

1. We introduce a new framework for studying general
Semi-random OT protocols and, by extension, 1-2
OT protocols in the information-theoretic setting.

2. Using this framework we increase the lower bound
on the minimum achievable cheating probability
for 1-2 quantum OT protocols in the information-
theoretic security model to 0.749 if the states in the
final round of the (honest) protocol are pure and
symmetric. In the completely general setting, our
results reproduce the known 2/3 bound. Due to the
inherent symmetry of 1-2 OT, we conjecture that
protocols using pure symmetric states will be op-
timal in general and the tighter bound will always
apply. Our construction parametrises Alice’s and
Bob’s ability to cheat in terms of a single quantity,
F', the maximum fidelity of the possible protocol
output states. This parametrisation suggests how



to construct schemes when one of either sender or
receiver dishonesty is prioritised, and also allows
us to derive bounds these settings. Such a scenario
arises in the context of quantum signature schemes
[18, 19], and the derived bounds prove useful for un-
derstanding the potential application of imperfect
OT to signatures.

3. We illustrate our construction by describing a new
OT protocol relying on unambiguous state elimina-
tion (USE) measurements. The protocol improves
on all previous protocols in the sense that it de-
creases the cheating probability of the receiver. It
also serves to highlight the interesting connection
between USE measurements and 1-2 OT, and rep-
resents a novel new application for this relatively
underused type of measurement. The security pa-
rameters achieved are almost tight with the bounds
proved in this paper.

The paper is organised as follows. We begin in Section
IT by defining Semi-random OT, a useful variant of OT
employed throughout this paper. In Section III we de-
scribe a general framework for studying Semi-random OT
protocols and consider specific cheating strategies avail-
able to Alice and Bob within this model that are always
undetectable. We use these to lower bound the achiev-
able cheating probabilities for unbounded adversaries. In
Section IV we introduce unambiguous measurements; in
particular we focus on USE measurements and motivate
their use in cryptography. As an example we describe an
N-round Semi-random OT protocol which utilises USE
measurements and we analyse its security in the asymp-
totic limit.

II. DEFINITIONS

Intuitively, 1-2 OT is a two-party protocol in which
Alice chooses two input bits, ¢ and x1, and Bob chooses
a single input bit b. The protocol outputs x; to Bob with
the guarantees that Alice does not know b, and that Bob
does not know z7. A cheating Alice aims to find the value
of b, while a cheating Bob aims to correctly guess both
To, T1-

Definition 1. [20] A 1-2 quantum OT protocol is a pro-
tocol between two parties, Alice and Bob, such that

o Alice has inputs xo,x1 € {0,1} and Bob has input b €
{0,1}. At the beginning of the protocol, Alice has no
information about b and Bob has no information about

(an xl)-

o At the end of the protocol, Bob outputs y or Abort and
Alice can either Abort or not.

o [f Alice and Bob are honest, they never Abort, y =
xp, Alice has no information about b and Bob has no
information about xy.

o Aot := sup{Pr[Alice guesses b A Bob does not Abort]}
1
= = + EA
2

o Bor = sup{Pr[Bob guesses (zo,x1) N Alice does
not Abort]}
= % +e€ep

The suprema are taken over all cheating strate-
gies available to Alice and Bob. We define po =
max{Aor, Bor} to be the cheating probability of the pro-
tocol. This definition of security differs from some other
work, for example [21], in which security is characterised
in terms of the information leakage, or in terms of Bob’s
ability to guess the output of some function f(zg,z1).
Nevertheless, our simpler definition makes sense if we are
interested only in lower bounds on the cheating proba-
bility, since the ability to guess (zg,z1) automatically
implies the ability to guess f(xo, 1) for any f.

In this paper we define a useful variant of OT, called
Semi-random OT, which differs from the above 1-2 OT
in that Bob does not have any inputs and is randomly
assigned an output. More concretely, Semi-random OT
is defined as

Definition 2. 1-2 quantum Semi-random OT, or simply
Semi-random OT, is a protocol between two parties, Alice
and Bob, such that

o Alice chooses two input bits (zo,x1) € {0,1} or Abort.
e Bob outputs two bits (c,y) or Abort.

o If Alice and Bob are honest, they never Abort, y =
., Alice has no information about ¢ and Bob has no
information on xz. Further, ¢ is a uniformly random
bit.

o Aor := sup{Pr[Alice guesses ¢ A Bob does not Abort]}
1
==+ €A
2

e Bor = sup{Pr[Bob guesses (xo,x1) N Alice does
not Abort] }
= % + €B

The reason for introducing Semi-random OT is that
it is simpler to work with than 1-2 OT, and the ability
to perform Semi-random OT with cheating probabilities
Aot and Bor is equivalent to being able to perform 1-2
quantum OT with the same cheating probabilities (see
Appendix).

Lastly, we note that there are also less common vari-
ants of the definition of Bor, all with subtly different
cheating implications. Ref. [23] defines cheating in terms
of Bob being able to guess the XOR of Alice’s bits, while
Ref. [17] defines cheating in terms of Bob’s ability to
guess both bits, while also requiring that Bob can always
retrieve a single bit with certainty. The choice of which
definition is most appropriate will be largely application
dependent.



III. GENERIC PROTOCOL

In this section we introduce a general framework for
Semi-random OT and conjecture that it includes all pos-
sible Semi-random OT protocols. We present unde-
tectable cheating strategies available to Alice and Bob
and analyse them to lower bound their cheating proba-
bilities arising from an optimal strategy. We show that
for protocols within this framework, it is always the case
that

Pc = max{AOT, BOT} > 2/3 (1)

Further, if the states output by the protocol are pure and
symmetric, then

pc = max{Aor, Bor} > 0.749. (2)

We will prove this by expressing Alice’s and Bob’s cheat-
ing probabilities in terms of a single parameter, F, re-
lated to the fidelity of the overall output states of the
protocol. From this we find that there is always a trade-
off; as Alice’s ability to cheat decreases, Bob’s ability
increases, and vice versa. We note that all 1-2 OT pro-
tocols we have seen proposed have output states that are
pure and symmetric. Although there is no reason why
this must be the case in general, the inherent symmetry
of the protocol seems to lead to this property.

A. Protocol Framework

Here we describe the stages of a general Semi-random
OT protocol with N rounds of communication between
Alice and Bob. This framework is based on the general
strong coin flipping protocol introduced in Ref. [4], and
includes all possible Semi-random OT protocols.

1. Bob starts with the state ppys and Alice starts with
an auxiliary system A initialised to |0) (0 ,. The
overall state is ppara = pramr®]0) (0] .. We further
suppose Alice and Bob share the counter variable
1, initialised to 1, which tracks the round number
of the protocol.

2. Alice randomly selects an element xgxy €

{00,01,11,10}.
3. Bob sends system M to Alice.

4. Based on her choice in Step 2,
forms the wunitary operation
00,i 7701, 77114 7710,
(Ui, U, URGEL U
M back to Bob.

Alice per-
T

She sends system

5. Bob performs the unitary operation Vg]%/[.

6. The index i is incremented by 1. If i = N 4 1, the
protocol proceeds to Step 7, otherwise it returns to
Step 3.

7. The final output held by Bob is

opnt = Tra(nphra), 3)

where
1 N zox1,N 1 zoxry,l
ngnta = VU™ VI U peaa. (4)

8. Bob performs a POVM with elements
0%, I, 09, T 3 to obtain the  value
of ¢ and z.. For example, the outcome I1L;,
denotes that ¢ = 0 and zg = 1.

B. Honest Case

For the protocol to be correct in the honest case, we
require the following conditions to hold:

1/2, ifj =k,

0, ifj#k 5)

For ¢ = 0: Tr(ITp5,, 0% = {

1/2, ifj=1,
0, ifj#L

For ¢ = 1: Tr(IT},,0%,) = { (6)

These conditions imply that Bob receives either one of
Alice’s two chosen bits with equal probability, and that
the bit received by Bob is correct.

C. Security against Bob

Bob holds either 0% ,, 0%, ok4,, or o, In order
to cheat, Bob wants to guess the exact value of xg and z1,
i.e. he wants to know exactly which of the four o states
he holds. To do this, his optimal strategy would be to
perform a minimum-error measurement. However, since
the states are not fixed by the general framework, the
optimum minimum-error measurement is not known. In-
stead, to provide a lower bound on Bob’s optimal cheat-
ing probability, we assume that Bob performs the Square
Root Measurement (SRM) [24]. Again, this may not be
his optimal strategy, but it is a valid cheating strategy
that he can employ without being caught. Using the suc-
cess probability of the SRM, we can bound Bob’s optimal
cheating probability as [25]

1 " m
Bor >1— 3 E F(ohv o), (7)
jk#lm

where jk,lm € {00,01,11,10} and F is the fidelity, de-
fined as

F(p,0):=Tr (\/p1/20p1/2) : (8)

Egs. (5) and (6) imply that F(O’jékM, (fg?\/l[’k@l) = 0 (since
these states can be perfectly distinguished). Without loss



of generality, we suppose 0%, and 0%, are the pair with

the highest fidelity. Define

F = F(UBzvua%lM) 9)
Then
Bor >1-F. (10)

This result is limited somewhat by the bound on the
success probability of the SRM for general states given in
Eq. (7). Placing restrictions on the output states of the
protocol allows us to tighten this bound. In particular,
if {o%,, o%,, ot o} forms a symmetric set[22] of
pure states, then Bob’s SRM measurement is successful
with probabﬂity [27]

4

for F' € [0,1/2]. Since there is no reason to bias Bob’s
ability to cheat based on Alice’s random choice of input,
it seems likely that most protocols would output sym-
metric states and this tighter bound would apply.

2
1 1 1

D. Security against Alice

Suppose Alice is dishonest and aims to guess the value
of ¢ output to Bob. In this section we present a cheating
strategy that is always available to Alice, and which is
always undetectable. We derive Alice’s cheating proba-
bility given that she performs this strategy, and use this
to obtain a lower bound for Alice’s achievable cheating
probability given that she performs some optimal strat-
egy.

Let |¥) g4 be a purification of ppasa, where E de-
notes the environment. Alice also prepares an additional
state |+) p for use as a control qubit to perform her strat-
egy. Since we consider information-theoretic security, Al-
ice can do anything allowed within quantum mechanics
and the overall state is

% (1) otz )5 + ) paan p)s  (12)

with Alice in complete control of systems A, E and D.
Without loss of generality, we again assume that the two
o states with the highest fidelity are 0%, and o%,,. A
valid cheating strategy available to Alice is as follows.

In each Step 4 of the protocol, rather than performing a

unitary Uy, wow“ , Alice instead performs
00, 01,2
Upni @10)(0lp + Uy @ [1) (1. (13)
Defining U = VNUWN v Ul and v =

Vg]\\? UJ?/}AN e Vélj\)/[ UI(\)/}Al, Alice’s strategy leads to an out-
put state

U prrae (0)p

=5 (|¢OO>BMAE 0)p

Ix) == +V|‘I’>BMAE|1>D)

(14)
+ |w01>BMAE |1>D) :

Sl i -

This strategy is not detectable by Bob, since without ac-
cess to system D it is as if Alice has performed either the
x = 00 or x = 01 honest operations, each with probabil-
ity 1/2. The states ‘wjk> are purifications of U};M, and
all purifications are related by a unitary operation acting
on the purifying system alone. Alice further performs the
unitary operation

wi @0y, + W o), (15)

where nglb)ﬂ and Wf}% are chosen to transform ’¢00> and
|4°1) into [¢°°) and ‘q§01> such that the latter two states
are the purifications of 0%, and 0%, with the highest
overlap. This operation is performed so that we can later
use Uhlmann’s theorem to express Alice’s cheating prob-
ability in terms of F', as we shall see. The resulting state
is
1
120 := =5 (19) 5arap 1000 + 16" ) paran [Up) - (16)

In Step 7 of the protocol, Bob performs the POVM
{II3,,}- on |®), where z € {0, 1%,%0,+1}. Our aim is
to discover how well Alice can distinguish between the
outcomes ¢ = 0 and ¢ = 1 using a measurement on her D
system. The state of system D following Bob’s POVM is

=53 (¢ Wi

(VRS

[67)17) Gl » (17)

where 7,7 € {0,1}, 2 € {0x, 1*,%0,%1} and for ease of
notation we have identified ¢° := ¢°° and ¢! := ¢°1.
Egs. (5) and (6) can be used to evaluate terms of the
form (¢7*|11%,,|¢7"), since
(@ Mparke™) = Tomas (Wonr |70 (0]) (o
=Trpm (HZB]\/IUjBkIVI)'
This can be further simplified using the following lemma.

Lemma 1. For all values of z € {0%, 1%, %0, %1} and jk €

{00,01,11,10} such that Trpn(I%,,0%0,) = 0, it holds
that

Proof. Since I1%,; ® 14 is a positive semidefinite oper-
ator, we can write its spectral decomposition as

iy ® 1ag = Z cn len) (cnl s (20)

where all ¢, are positive real numbers. Therefore, using
Eq. (18),

Trpn (g 0may) =0 = (75|, © Lapl¢?®) =0
= (¢;|¢™*) = 0 Vi,

and the result follows. O



Using this lemma, pup simplifies to

wo = [;|o><oD + (90T 16%) 0)1 o+
(61135 516°) 1) (01> + ;|1><1D]
(22

1
+

1 1
5 §|0><0|D + §|1><1|D

where the first square bracket corresponds to Bob obtain-
ing an outcome ¢ = 0 (i.e. II°* or II'*) and the second
square bracket corresponds to Bob getting an outcome
of ¢ = 1 (i.e. II* or II*'). Lastly, we must evaluate
(601119 5[ 670).

To satisfy no-signalling, the density matrix in system
D must be the same regardless of whether or not Bob
actually performs his measurement. If Bob performs no
measurement, Eq. (16) gives system D as

S110) (0l + {6 6%) 10} {15
(P18 101 + 111

(23)

Comparing Egs. (22) and (23), we must have
(PHII%5 519%0) = (¢°1]¢%0). The trace distance between
p550 and pg5! is therefore |(¢°!¢%)|, meaning that Alice
can distinguish ¢ = 0 from ¢ = 1 with probability

Aor =

(1+ 1™ 6%)])
(1+ F(om o)) (24)

M‘H[\J\H[\')M—ﬂ

(1+F),

where the second equality follows from Uhlmann’s the-
orem [28] since |¢°°) and |¢°!) are the purifications of
0%, and 0%, with maximum overlap.

E. Result

Previously, the best known lower bound for the cheat-
ing probabilities in 1-2 quantum OT was

max{Aor, Bor} > 2/3. (25)

Our results in the previous section reproduce this bound
since

1
AOT=§(1+F), Bor=1-F
(26)

= mI;n <maX{AOT,BOT}) =3

Further, if the output states of the protocol are pure and
symmetric, then we use Eq. (11) to obtain the tighter
bound

min (max{AOT, BOT}) ~ 0.749. (27)

If instead we are particularly interested in one of either
Aot or Bor, our construction quantifies the trade-offs
possible between these parameters. This situation arises
in the context of quantum signatures [19], where, in the
distribution stage, signing keys are partially distributed
in a manner very similar to 1-2 OT. In these protocols
Aot is prioritised, and it is important that Ao =~ 0.5
to protect against repudiation attempts. On the other
hand, to protect against forging attempts is much sim-
pler, and the requirements on Bop are less strict. The
parametrisation of Aoy in terms of F' suggests that in or-
der to create an imperfect 1-2 OT schemes with a small
€4, it is necessary to have a protocol which, in the honest
case, outputs states that are almost orthogonal. Unfor-
tunately, given Apr &~ 0.5, our results show that it is
necessary to have Bor = 1. Therefore imperfect OT
protocols will not prove useful for quantum signatures in
the information-theoretic security setting. Nevertheless,
while imperfect OT has not proved useful for quantum
signatures, there may be other useful direct applications.

IV. UNAMBIGUOUS MEASUREMENTS

Classical-quantum states of the form pxa =
Y owex P(x) |x) (x| ® p% have been widely studied in
quantum information in a variety of contexts such as
channel coding, secure multiparty computations, quan-
tum key distribution and quantum signatures to name a
few. They occur when quantum states (in this case p%)
are used to transmit classical information (in this case
x). Retrieving the information stored in p?% using an
“optimal” measurement is a subjective concept, and the
identity of the optimal measurement depends heavily on
the application. For communication protocols, it is com-
mon for the optimal measurement to be a minimum-error
measurement — one which decodes the classical message
with the smallest probability of error. For cryptographic
protocols, the optimal measurement is often one which
returns the largest possible amount of information while
simultaneously disturbing the system less than a thresh-
old amount.

A particular class of measurements we are interested
in is unambiguous measurements. These measurements
give “perfect” information in the sense that, given a suc-
cessful measurement outcome, one can be certain that
the decoded classical information is correct. Unambigu-
ous measurements come in two main flavours: unambigu-
ous state discrimination (USD), and unambiguous state
elimination (USE). A successful USD measurement on
p% would identify o with certainty, but successful mea-
surement outcomes do not occur with probability 1. USE



measurements on the other hand can often be successful
with probability 1, but only guarantee that = ¢ Y C X,
i.e. the measurement rules out states rather than defini-
tively identifying the state. Intuitively, it seems that
unambiguous measurements are well suited to crypto-
graphic applications — their ability to provide “perfect
yet partial” information on the states being sent is often
exactly what is needed. More concretely, USD can be
seen as very similar to Rabin OT, in which it is desired
that the receiver obtains the sender’s message with prob-
ability 1/2, and otherwise receives nothing with proba-
bility 1/2. On the other hand, USE measurements seem
closely related to the more common 1-2 OT, in which in-
complete but correct information is gained with certainty.
Since OT plays a central role in secure two-party compu-
tations, it seems likely that unambiguous measurements
could also play a major role in the developing field.

A. Semi-random OT using Unambiguous State
Elimination

In this section, we present an interesting novel appli-
cation of USE measurements. We describe a protocol for
implementing many runs of Semi-random OT and anal-
yse it in the asymptotic limit. We again work in the
information—theoretic security model but this time prove
upper bounds on the cheating probabilities achievable for
Alice and Bob. We show that our protocol performs bet-
ter than all previous protocols, and is almost optimal
with respect to the bounds derived in the previous sec-
tion. The protocol proceeds as follows:

1. Alice uniformly, randomly and independently se-
lects N elements from the set X = {00,01,11,10}.
She encodes elements as 00 — |00), 01 — | + +),
11 — |11) and 10 — | — =), where |£) = (]0) £
1)/v2.

2. Alice sends the N two-qubit states to Bob.

3. Bob randomly selects v/N out of the N states he
receives and asks Alice to reveal their identity. If
Alice declares | + +) or | — —), then Bob measures
both qubits in the X basis, otherwise he measures
both qubits in the Z basis. The protocol aborts
if any measurement result does not match Alice’s
declaration.

4. All states used in the previous step are discarded.

5. For each of the N —+/N remaining states, Bob mea-
sures the first qubit in the Z basis and the second
qubit in the X basis. These measurements consi-
tute two USE measurements (for example, an out-
come of |0) on the first qubit rules out |11)). Fol-
lowing these measurements, Bob can with certainty
rule out one element from the set Yo = {00, 11},
and one from the set Y7 = {01,10}. In this way,

for each of the remaining states he can know with
certainty exactly one of zy and x1, but not both.

The result of this protocol is that Alice and Bob have
performed N — V/N runs of Semi-random OT. Below we
analyse the average cheating probabilities achieved by
each of the protocols. Recall that a Semi-random OT
protocol can be transformed into a standard 1-2 OT pro-
tocol with the same cheating probabilities, and vice versa
(see Appendix).

The scheme described can be set in the general frame-
work considered in the previous section by defining U =
R ® R, where

R=|+)(0] = [-){1]. (28)

Alice begins with the state |00) and applies either 1,
U, U? or U3 to get either [00), | + +), |11) or | — =)
respectively. The subsequent rounds simply consist of
classical communication and measurements, the latter of
which can be described as a unitary operation acting on
a larger Hilbert space, with state collapse delayed until a
protocol output is required. We show that this protocol
can be made secure with average cheating probabilities
of AOT = 0.75 and BOT ~ 0.729.

B. Security against Bob

If Bob wants to cheat, then his aim is to correctly
guess both zy and z;. In the asymptotic limit, the frac-
tion of states discarded for testing in Step 3 tends to
zero. Since the states are prepared independently, any
strategy Bob performs (including general measurements
correlated across all N states) cannot have an average
success probability (probability of correctly identifying
both ¢ and 1) which is greater than the minimum error
measurement on a single state [26]. Correlated measure-
ments performed across multiple states may give higher
success probabilities if one allows postselection, but here
Bob is trying to optimally cheat on all non-test states.
Therefore, in the asymptotic limit we can bound Bob’s
average cheating probability across all N—+v/N &~ N runs
by considering the minimum error measurement on a sin-
gle state. Since the set S := {]00), | + +), |11),| — =)}
forms a set of symmetric pure states, the minimum-error
measurement is the SRM [27]. Using this measurement
Bob can guess both of Alice’s input bits with probability

Bor= (141 2~0729 (29)
OT—4 \@ ~ U. .

In this case, Bob’s optimal strategy is the exact strategy
considered in the general scenario in Section IITC.

C. Security against Alice

If Alice wants to cheat, her aim is to correctly guess
the value of ¢ such that Bob received z.. To do this, she



may send states other than the ones in S. In general,
Alice will generate pap,, BysBai Bas...Bn1 By, ad send the
B systems to Bob, keeping the A system for herself. In
Step 3 of the protocol Bob then randomly selects a pair
of the qubits he received, say pp,,B,,, and asks Alice
to declare the identity of the state. He does this for
VN of the N pairs. Since we are looking for an upper
bound on Alice’s capabilities, we assume that she holds
a purification |¥)p,, B,.4 Of PB., Bys-

Alice must declare a state to Bob that will agree with
his measurement outcomes in Step 3. If she can do this
with certainty, then the state |¥)p,,B,,4 must be of the
form

V) By Bina = 00[00) By, B,,10) 4 + 01| + +) B, Byo 1) 4

+ 02[11) By, By, 12) A + 03| — =) By Bis 13) 4,
(30)

where {|0)4,]1)4,|2)4,|3)a} is an orthogonal set. If Al-
ice does not send states in the above form, then she can-
not guess Bob’s measurement outcomes with certainty,
and for asymptotically large IV it becomes virtually cer-
tain that the protocol will abort.

Essentially, this means that Alice is restricted to the
attacks considered in the general protocol analysis in Sec-
tion IIT D — attacks that are superpositions of honest op-
erations, and as such are always undetectable by Bob. In
fact, it is numerically verifiable that an optimal strategy
for Alice is to prepare

1
V2

which corresponds exactly to the operation given in Eq.
(13). Since the overlap between all adjacent states in S
is 1/2, Eq. (24) implies that Alice can correctly guess
the value of ¢ with probability 0.75.

(100)5[0)a + |+ +)B(1)4) (31)

V. CONCLUSION

In this paper we introduced a general framework for
studying Semi-random OT protocols. We explicitly con-
structed undetectable cheating strategies available to Al-
ice and Bob and used them to lower bound the cheating
probability of any Semi-random OT protocol. The de-
rived bounds are directly transferable to standard 1-2
quantum OT allowing us to reproduce the known lower
bound pc > 2/3, or, if the states output by the pro-
tocol are pure and symmetric, improve the bound to
pc > 0.749. We conjecture that this higher bound also
holds in general. As in [17], our construction has the
added advantage of providing a simple quantitative rela-
tionship between Alice’s and Bob’s ability to cheat. In
applications more sensitive to sender dishonesty than re-
ceiver dishonesty (or vice versa), our parametrisation of
Aor and Bor in terms of the fidelity shows explicitly
how reductions in one party’s ability to cheat will im-
pact the other’s cheating probability. This relationship

proves useful in the context of quantum signatures, where
it is desirable to have Aor ~ 0.5.

Lastly, to illustrate our construction we presented an
OT protocol using unambiguous state elimination mea-
surements to achieve cheating probabilities Ao = 0.75,
Bor =~ 0.729 and therefore pc = 0.75. This compares
favourably with the previously best known protocol given
in Ref. [20] in which Aoy = Bor = 0.75. Since the pro-
tocol outputs symmetric states, the cheating probabilities
achieved are almost tight with the bounds proved in this
paper.
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VI. APPENDIX

Here we prove the following claim (stated below) con-
tained in the main paper.

Proposition 1. The existence of a Semi-random OT
protocol with cheating probabilities Aor and Bor is
equivalent to the existence of a 1-2 quantum OT protocol
with the same cheating probabilities.

To prove this, we begin by introducing a related OT
variant called Random OT (ROT), defined as follows.

Definition 3. Random OT is a protocol between two par-
ties, Alice and Bob, such that

o Alice outputs two bits (xo,z1) € {0,1} or Abort.

Bob outputs two bits (c¢,y) or Abort.

If Alice and Bob are honest, they never Abort, y =
., Alice has no information about ¢ and Bob has no
information on xz. Further, xo,x1 and c are uniformly
random bits.

Aot = sup{Pr[Alice guesses ¢ A Bob does not Abort]}
1
=5 +e€a
2

e Bor := sup{Pr[Bob guesses (zo,x1) N Alice does
not Abort]}
= % —+ €EB

Ref. [20] proved that the existence of a ROT protocol
with cheating probabilities Ao and Bor is equivalent to
the existence of a 1-2 quantum OT with the same cheat-
ing probabilities. Following similar arguments, in the
following subsections we will show that the existence of
a Semi-random OT protocol with cheating probabilities



Aor and Bor is equivalent to the existence of a ROT
with the same cheating probabilities. This, combined
with the results in Ref. [20], proves the proposition.

1. Semi-random OT from ROT

Let P be a ROT protocol with cheating probabilities
Aot (P) and Bor(P). We construct a Semi-random OT
protocol with the same cheating probabilities as follows:

1. Alice has inputs (zp, 21).

2. Alice and Bob run protocol P to output (zg,z1) for
Alice and (c,y) for Bob.

3. Alice and Bob abort in @ if and only if they abort
in P. Otherwise, Alice sends (z9 @ zg, 21 ® 1) to
Bob.

4. Bob outputs (¢,y’) where ¢y’ = (2. § . B y).

We now show @ is a Semi-random OT protocol with
cheating probabilities Aor(P) and Bor(P).

If Alice and Bob are honest, then by definition we have
y = x. and so ¥y’ = z.. Alice has no information on ¢ and
Bob has no information on zz, as required.

If Alice is dishonest, she cannot guess ¢ except with
probability Ao (P) since she only receives communica-

tions from Bob via protocol P. Therefore Aor(Q) =
Aor(P).

If Bob is dishonest, he holds (29 @ xg,21 ® 1) and
aims to guess (2o, z1). This is equivalent to Bob guess-
ing (zo,x1) which he can do with probability Bor(P).
Therefore Bor(Q) = Bor(P).

2. ROT from Semi-random OT

Let P be a Semi-random OT protocol with cheating
probabilities Aor(P) and Bor(P). We construct a ROT
protocol ) with the same cheating probabilities as fol-
lows:

1. Alice picks zg, 1 €g {0,1} uniformly at random.

2. Alice and Bob perform the Semi-random OT proto-
col P where Alice inputs zg,x1. Let (¢, y) be Bob’s
outputs.

3. Alice and Bob abort in @ if and only if they abort
in P. Otherwise, the outputs of protocol ) are
(29, 1) for Alice and (¢, y) for Bob.

The outputs of @ are uniformly random bits (in the hon-
est case) since Alice chooses her input at random. There-
fore @ does indeed implement ROT. From the construc-
tion of @ it is also clear that Apor(Q) = Aor(P) and
Bor(Q) = Bor(P).
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