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The generation of random numbers is of paramount importance in modern science and technology,
in particular cryptography. Here, we develop a new approach to quantum random number generation
based on unambiguous quantum state discrimination. We consider a prepare-and-measure protocol,
where two non-orthogonal quantum states can be prepared, and a measurement device aims at
unambiguously discriminating between them. Because the states are non-orthogonal, this necessarily
leads to a minimal rate of inconclusive events whose occurrence must be genuinely random and
which provide the randomness source that we exploit. Our protocol is semi-device-independent
in the sense that the output entropy can be lower bounded based on experimental data and few
general assumptions about the setup alone. It is also practically relevant, which we demonstrate
by realising a simple optical implementation achieving rates of 16.5 Mbits/s. Combining ease of
implementation, high rate, and real-time entropy estimation, our protocol represents a promising
approach intermediate between fully device-independent protocols and commercial QRNGs.

Many tasks in modern science and technology make use
of random numbers, including Monte Carlo simulation,
statistical sampling, cryptography, and gaming applications [1]. In general, a good random number generator
is desired to produce output with a high entropy and
at a high rate. For applications requiring security, such
as cryptography and gambling, the randomness must be
certified relative to any untrusted parties. Due to the inherent randomness in quantum physics, in recent years,
intense effort has been devoted to extracting randomness
from quantum systems, and quantum random number
generation (QRNG) is now commercially available [2].
QRNG can be implemented in a simple setup, exploiting the randomness in a quantum measurement. For example, one may send a single photon onto a balanced
beam splitter and detect the output path [3–5]. Other
variants measure the arrival time of single photons [6–
9], the phase noise of a laser [10–12], vacuum fluctuations [13, 14], and shot-noise in mobile phone cameras [15]. However, the principle is essentially the same.
The device produces a string of raw bits, which in general
contains some amount of randomness but is not perfectly
random. In order to extract a final (almost) perfectly
random bit string, one uses a randomness extractor. The
correct use of such extractors requires a good estimate of
the entropy of the raw data. This can be obtained via
detailed theoretical modelling of the setup [16, 17], but
this is usually cumbersome and challenging. Moreover,
any mismatch between the model and the implementation, or the instability of the device may jeopardize the
security of the protocol.
It turns out that these problems can be circumvented
via the so-called device-independent (DI) approach to
randomness certification. In a setup violating a Bell inequality, the entropy of the output data can be certified
without any detailed knowledge of the physical implementation [18, 19]; see [20] for a review. This provides

a highly reliable and secure form of randomness, as it
allows the physical devices to be completely untrusted
and is thus robust against imperfection in implementation. However, it is technologically extremely challenging to realise as it requires Bell-inequality violation with
no post-selection. So far, only proof-of-principle experiments were reported [19, 21], achieving very low bit rates.
More recently, an intermediate approach termed semiDI has been discussed, exploring the trade-off between
ease of implementation and strong security [22–26]. Usually based on a prepare-and-measure setup (hence avoiding the complication of a Bell test), these schemes gain
ease of implementation by introducing some level of trust
in the devices used. Still, they require only general assumptions about the physical implementation, such as
bounded dimension [27–29], trusted measurement devices [30–33], or a trusted source [34]. While significant progress has been achieved, it is fair to say that
the right balance between simplicity, performance, and
security has yet to be identified.
Here, we explore a novel approach to quantum random number generation, based on unambiguous quantum
state discrimination (USD). Specifically, a quantum system is prepared in one out of two quantum states which
are non-orthogonal and hence cannot be distinguished
with certainty. However, by performing a USD measurement, the two states can be unambiguously distinguished
(i.e. without false positives), at the price of having a certain minimal rate of inconclusive events [35]. The occurrence of these inconclusive events must be genuinely
random (if not, the states could be distinguished better),
and this is the source of quantum randomness that we
use. Our protocol is semi-DI in the sense that the output entropy can be lower bounded based on experimental data and a few general assumptions about the setup.
The concept is general, and can thus be implemented in
a variety of physical systems. We have implemented the
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FIG. 1. Steps of the QRNG protocol. (1) Data is generated in a prepare-and-measure setup. The prepared states are
known to have a certain minimal overlap, hence the preparation device is a ’gray box’, while nothing is assumed about
the measurement device, which is a ’black box’. (2) From
the collected data, a conditional probability distribution for
outputs given inputs is estimated, and from this, a bound on
the entropy in the output data is evaluated. (3) Based on the
entropy bound, a string of certified perfectly random bits are
extracted from the output data.

protocol in a simple optical setup featuring only standard
components.
The conceptual scheme is illustrated in Fig. 1, and
more details can be found in [36]. The central assumption of the protocol is that the overlap of the two possible states output by the preparation device is lowerbounded. In other words, we assume that the states are
non-orthogonal and hence not deterministically distinguishable. However, a detailed description of the states
is not required. Any measurement which attempts to
distinguish the states without errors is the subject to a
minimal rate of inconclusive events. This is a fundamental limit of quantum theory; if a better measurement
were possible, this would have dramatic consequences,
e.g. instantaneous transmission of information. Importantly, it is not possible to predict in advance whether a
particular round of the experiment will be conclusive or
inconclusive. Clearly, if that were possible, then a better measurement could be implemented. Therefore, the
occurrence of inconclusive events is a genuinely random
quantum phenomena.
Using the knowledge of the state overlap and the ob-

FIG. 2. Experimental implementation of the QRNG.
Weak coherent states are prepared by a pulsed laser source
and measured by a single-photon detector. An FPGA controls
the experiment and passes the data to a computer for entropy
estimation and randomness extraction.

served measurement data, it is then possible to bound the
genuine quantum randomness in the data. Specifically,
defining bits c encoding whether each round is conclusive
or inconclusive, the min entropy of this string of bits can
be bounded. One can understand the protocol as verifying that the measurement device is indeed performing a
USD measurement, i.e. self-testing of the device.
We have experimentally realized our QRNG based on
USD, using weak coherent states, prepared by a laser
source, and single-photon detection. The setup is illustrated in Fig. 2. In a first implementation, we used a
time-bin encoding. Here the two states are encoded by
weak coherent pulses emitted in pairs of time-bins
|ψ0 i = |αi|0i ,

|ψ1 i = |0i|αi.

(1)

where |0i denotes the vacuum and |αi a coherent state
with mean photon number |α|2 . The overlap of these
states is directly related to |α|2 , namely
δ = |hψ0 |ψ1 i| = exp(−|α|2 ).

(2)

It is then very simple to realise the (optimal) USD measurement, which simply requires a single-photon detector
with timing resolution sufficient to distinguish the two
time bins. If a click is registered in the early (late) timebin, the system outputs b = 0 (b = 1), while if no click is
registered, the outcome is inconclusive b = ø. In the absence of losses and noise then p(b = ø) = exp(−|α|2 ) = δ,
and hence the measurement achieves the minimal possible rate of inconclusive outcomes, while giving no errors. In practice the measurement does not achieve the
optimal USD exactly. Typically, detector inefficiency increases the inconclusive rate above that of the perfect
USD, while detector dark counts increase the error rate.
Nevertheless, randomness can still be extracted.
Using a pulse rate for the laser of 50 MHz, after extraction we were able to generate certified random bits at a
rate of 11ṀHz using this setup. In a second implementation using a variation on the same setup using only single
pulses, we achieved 16.5 MHz. This rate is comparable
to commercial QRNGs [37]. Thus we have demonstrated
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that our protocol is practical. At the same time, it offers semi-DI security, in the sense that the amount of
trust in the physical implementation is low. Specifically,
the main assumption is a bound on the overlap of the
prepared states (in our implementation this translates to

bounding the coherent state amplitude), but no assumption about the measurement device is needed. Our approach thus combines strong security, allowing the user
to monitor the entropy of the output in real time, as well
as ease of implementation and high rates.
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