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Abstract – Quantum repeater networks enable the sharing of quantum
states between spatially separated systems. More specifically, the quantum
recursive network architecture (QRNA) introduced by Van Meter et al. [1]
supports the creation of entangled quantum states between node pairs, being
them directly connected by a quantum channel or separated by multiple
hops. Distributed quantum states are used, e.g., in decision algorithms,
distributed arithmetic, secure distributed function computation, quantum
secret sharing, remote synchronization of clocks.
In this work, we focus on a particularly challenging case of security
breach in QRNA-based distributed systems, namely the one where an attacker takes full control of a node and alters the configuration of the local
quantum memory, either to make a denial-of-service attack or to reprogram the node. In such a scenario, entanglement verification over quantum
memories is a means for detecting the intruder. Several approaches for entanglement verification have been proposed and studied, both analytically
and experimentally, considering scenarios that are different from the one
described in this work. Usually, the focus is either on untrusted sources
of entangled qubits (photons, in most cases) or on eavesdroppers that interfere with the quantum channel while entangled qubits are transmitted.
Instead, in this work we assume that the source of entanglement is trusted,
but parties may be dishonest.
Looking for efficient entanglement verification protocols that require only
classical channels and local quantum operations to work, we thoroughly analyze the one proposed by Nagy and Akl [2], that we denote as NA2010
for simplicity. Then, we propose and analyze two entanglement verification
protocols based on teleportation (denoted as AC1 and AC2), characterized
by increasing efficiency. Compared to NA2010, our AC1 and AC2 protocols
are much more convenient in terms of intrusion detection probability, the
sacrificed quantum resources being equal. Remarkably, the success probability p of AC2 is always ≥ 1/2 and ≤ 1, for any measurement basis the
intruder adopts to destroy the entanglement. If the intruder measured in
the computational or diagonal basis, p = 3/4. Thus, to detect the intruder
with high probability, it is necessary to sacrifice only a few qubit pairs.
A full version of this work is available on arXiv [3].
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