Flow ambiguity: A path towards classically driven blind quantum computation
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It is very likely that when a universal quantum computer will finally become available, it will be hosted by large
institutions and accessed remotely by clients. For example, companies like D-Wave [1] and IBM [2], as well as academic
institutions including the University of Bristol [3], have begun making their quantum devices available for remote
access. This situation will inevitably lead to questions as to the integrity and privacy of the client’s computation. In
the past, quantum protocols have been proposed to address similar problems. Protocols which provide security of
client’s quantum computation, as well as input and output, are known as blind quantum computing protocols [4–7].
Similarly, protocols which capture the idea of verification of quantum computing, i.e., the ability to detect, with very
high probability, any attempt by a malicious server to deviate from the computation are known as verifiable quantum
computing protocols [8–10]. A common feature among known protocols for these tasks is that either the client require
a small quantum device on their side or there must exist at least two non-communicating quantum servers [11, 12].
In other words, there is a requirement that two or more parties involved in the protocol possess quantum processors.
Ideally, we would like to have a secure delegated quantum computing protocol between a completely classical client
and a quantum server. In this work, we take the first steps towards this problem. We construct a blind quantum
computing protocol which maintains security of the client’s computation even against the quantum server. In the
next section, we briefly describe our main ideas and results, but the full details can be found in [13].

Main Ideas and Results

Our aim is to explore the possibility of blind quantum computation with a purely classical client. We demonstrate this fact by constructing a protocol for a task we call as classically driven blind quantum computing (CDBQC) and analyse its security in the stand-alone setting. Our protocol uses measurement-based quantum computing
(MBQC) [14] as the underlying principle. We show that the protocol allows a client to hide non-trivial information
about their computation from the powerful quantum server by making use of a novel technique that we call flow ambiguity. In particular, we analyse the case of a single instance of the protocol and show that the amount of information
obtained by the server is bounded below what is necessary to unambiguously distinguish the computation.
In the MBQC framework we denote by ∆ the computation of the client such that ∆ = {G, α, f }. Here G denotes
the graph state, α is the set of measurement angles on the graph state, and f represents the information flow [15]
which captures how angles are to be adapted based on results of previous measurements. Formally, generalised
information flow or g-flow [16] is defined as follows: For an open graph G(I, O), there exists a g-flow (g, ) if one
can define a function g : Oc → P (I c ) and a partial order  on V such that ∀i ∈ Oc , all of the following conditions hold:
(G1) if j ∈ g(i) and j 6= i, then j  i;
(G2) if j  i and i 6= j, then j ∈
/ Odd(g(i)); and
(G3) i ∈
/ g(i) and i ∈ Odd(g(i)).
Intuitively, g-flow is used to assign a set of local corrections to a subset of unmeasured qubits to ensure deterministic
computation, despite the random nature of the measurement outcomes obtained during the computation. It is
important to note that for a fixed graph there exist multiple choices of the input and output vertex sets that result
in deterministic measurement patterns consistent with the same fixed total ordering of vertices. Specifically, we show
that the transcript of any run of the protocol is consistent with multiple non-equivalent computations. This is due
to the fact that the information about the g-flow for the underlying resource state is hidden from the server. This
particular ambiguity in the flow enables the classical user to hide the essential aspects of the computation.
The CDBQC protocol is interactive and proceeds as follows. Firstly, the client sends the dimension of the graph
to the server to prepare the graph state |Gi. At each step i: Client chooses a bit ri uniformly random. Using ri and
the previous measurement outcome b<i0 , client updates the angle αi to construct αi0 in the following way:
x

α0 = (−1)s α + (r ⊕ sz )π

2
where sx and sz denote the corrections dictated by flow based on previous measurement results. The server performs
α0
a projective measurement of i-th vertex in the XY-plane of the Bloch sphere, denoted Mi i = {|±α0i ih±α0i |}, where
0
{|±α0 i} = √12 (|0i ± eiα |1i) and sends the measurement outcome b0i to the client. The client records bi = b0i ⊕ ri in
b and then updates the set (sx , sz ). If the i-th vertex is output qubit then the bit bi is registered in the set pC
B.
The client and the server repeat this procedure for all the vertex of the graph in the given total order. The client
implements the final round of corrections on the string pC (equivalent to pC
B in the case of honest server) to obtain the
output string p. At the end of the protocol, the server possesses information about the angles α0 and the measurement
outcome b0 and whereas the client’s secret consists of the actual measurement angle α and the flow bits f . Hereafter
we will denote the variables with the upper-case letters and particular instances of such variable with the lower-case
letters. For example, A will be used to denote the angle variable and F is used to represent the flow variable. For
simplicity, let’s take the case when A and F are uniformly variables. We quantify the amount of information that on
average remains hidden from the server about the client’s computation at the end of the protocol. This is given by
the conditional entropy H(A, F |B 0 , A0 ).
H(A, F |B 0 , A0 ) = H(A, F ) − I(B 0 , A0 ; A, F ).

(1)

where H(A, F ) = H(A) + H(F ) := log2 NA + log2 NF . Here NA and NF denote the number of possible choices
for the angle and flow variable respectively. Using tools from information theory we explicitly calculate that, in a
single run of CDBQC protocol, the mutual information between the client’s secret input (α, f ) and the information
received by the server (α0 , b0 ) is bounded by
I(B 0 , A0 ; A, F ) ≤ H(A0 )
This in turn gives a lower bound on the conditional entropy
H(A, F |B 0 , A0 ) ≥ log2 NF

(2)

We derive a non-trivial lower bound on the conditional entropy by calculating the value of NF . Note that flow
is a property of the underlying graph and therefore depends on the chosen graph G. We will consider the case of
cluster states as they are known to be universal for quantum computation with (X, Y)-plane measurements [17]. To
calculate NF for the cluster state, we put a lower bound on the number of different input and output choices (open
graphs) #G(I, O)n,m satisfying flow conditions for a cluster state and a certain fixed total order. Mathematically,
this corresponds to calculating the flows that satisfy the conditions (G1)-(G3) as mentioned above. To simplify the
counting argument we put an additional constraint:
(G4) If k ∈ N (i) ∪ N (j), and if k ∈ g(i), then k ∈
/ g(j).
This is not required strictly by the definition of g-flow, but it simplifies the flow counting problem and so we obtain
a lower bound on the number of flows rather than the exact number. For a generic cluster state G(n,m) with the fixed
total ordering of measurements, the number of different open graphs G(I, O) satisfying the conditions (G1)- (G4) is
given by:
min(n,m)

#G(I, O)n,m =

|n−m|
F2 min(n,m)+1

Y

2
F2µ
.

(3)

µ=2


where Fi is the ith Fibonacci number. Further simplifying the above equation gives us #G(I, O)n,m = 22N log2 φ+O(N )
for  < 1, N = nm and assuming m = poly(n). This shows that there exists at least an exponential number (in the
dimension of the graph) of information flows corresponding to a cluster state for a given total order of measurements.
To demonstrate this we take a simple example of 2 × 2 cluster state G(I, O)(2×2) in Figure 1. The figure shows 9
possible open graphs compatible with the flow conditions (G1)-(G4). In general different flows correspond to different
computations.
Using the following relation NF ≥ #G(I, O)n,m with the the above result, we get log2 NF ≥ log2 #G(I, O)n,m ≈
1.388N . Therefore, the conditional entropy is given by
H(A, F |B 0 , A0 ) ≥ 1.388N.

(4)

This shows that it is indeed possible for a client to hide their chosen computation, by using the ambiguity in the
flow of information, from a quantum server. Importantly, we show that it is not possible for the quantum server to

3

FIG. 1: All the possible G(I, O)2,2 combinations that satisfy g-flow conditions for the 2 × 2 cluster state are shown. The arrows
indicate the direction of the quantum information flow. Note that overlapping input and output sets are allowed. All patterns
implement unitary embeddings on the input state.

guess the client’s computation perfectly, since a large number of other computations are still compatible with the
information server receives.
For more details, we refer to the arxiv version of this work [13] and references therein.
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